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Overview

This guide documents the process of setting up a Proxmox-based development lab with Windows VM
templates, isolated networking, and remote management via the Proxmox APl and SSH. The lab
supports multiple VM pools (development, Active Directory labs, Al workloads, etc.) with templates for
rapid provisioning.

Architecture Summary
» Physical LAN Switch: 192.168.1.0/24 — connects all physical devices

 Dev Server: Linux workstation on the physical LAN used for development, Claude Code, and
SSH-based testing against VMs

* Proxmox Cluster: Two-node cluster connected to the physical LAN via vmbr0, hosting multiple
virtual bridge networks

» Dev Network (vmbrl): 192.168.100.0/24 — isolated VM network with NAT to internet
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Windows Editions Covered
» Windows 7 Pro (64-bit)
» Windows 10 Pro (64-bit)
» Windows 11 Pro (64-bit)
» Windows Server 2016 Datacenter (Desktop Experience)
» Windows Server 2019 Datacenter (Desktop Experience)

» Windows Server 2022 Datacenter (Desktop Experience)

1. Prerequisites

1.1 I1SO Images
Upload the following ISOs to your Proxmox ISO storage library:

» Windows installation 1SOs for each edition listed above
* VirtlO drivers ISO (virtio-win.iso)

* Note: For Windows 7, use virtio-win-0. 1. 173. i so — this is the last version with Win7 driver
support that has been tested. Newer versions have dropped the w7 driver subdirectories. Note that
with this version, drivers must be installed manually via Device Manager rather than through the
guest tools installer. Download from:

https://fedorapeopl e.org/groups/virt/virtio-w n/direct-downl oads/ archive-virtio/

» Sysmon (latest version from Sysinternals, downloaded separately)

* Note: Windows 7 requires an older version of Sysmon. Version 10.42 is confirmed working. This
version is no longer available from the Sysinternals website but can be downloaded via the
Wayback Machine: htt ps: //web. ar chi ve. or g/ web/ 20200214203827/ ht t ps: / / downl oad. sysi nt er nal s.

conifiles/Sysnon. zi p

1.2 Suggested VM ID Scheme

100-199 System templates
1000-1999 Development pool VMs
2000-2999 AD lab VMs
3000-3999 Al VMs
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2. Proxmox Network Configuration

2.1 Create the Dev Network Bridge (vmbrl)

In the Proxmox GUI: Datacenter — [Your Node] — Network — Create — Linux Bridge

Name vmbrl

IPv4/CIDR 192.168.100.1/24
Autostart Checked

Bridge Ports (leave blank)
Comment Dev network

Click Apply Configuration or reboot the node.

2.2 Enable NAT and IP Forwarding

The dev network is isolated from the physical LAN. To allow VMs on vmbr1 to reach the internet,
enable NAT on the Proxmox host.
Edit / et ¢/ net wor k/ i nt er f aces on the Proxmox host and add the following lines to the vmbrl block:

auto vnbrl
iface vnbrl inet static
address 192.168. 100. 1/ 24
bri dge-ports none
bridge-stp off
bridge-fd 0
post-up echo 1 &gt; /proc/sys/net/ipv4/ip_forward
post-up iptables -t nat -A POSTROUTI NG -s 192.168.100.0/24 -0 vnbrO -j MASQUERADE
post-down iptables -t nat -D POSTROUTI NG -s 192.168.100.0/24 -0 vnbr0O -j MASQUERADE

Apply changes:
ifreload -a
Verify:

# Should return 1
cat /proc/sys/net/ipva/ip_forward

# Shoul d show t he MASQUERADE rul e
iptables -t nat -L -n
2.3 Static Route on Dev Server

If the dev server (on the physical LAN at 192.168.1.0/24) needs bidirectional communication with VMs
on the dev network, add a static route pointing the dev subnet to the Proxmox host.

Immediate (non-persistent):
sudo ip route add 192.168.100.0/24 via & t; PROXMOX_HOST_VMBRO_I P&gt ;

Persistent via NetworkManager GUI (Kubuntu):
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1. Open Network Manager - select your wired connection - edit
2. Go to the IPv4 tab - Routes
3. Add a route:

192.168.100.0 255.255.255.0 Proxmox host vmbrO IP (leave blank)

4, Save and reconnect the interface
Persistent via netplan (if not using NetworkManager):

# letc/netplan/*.yam
net wor k:
et hernet s:
enol:
dhcp4: true
routes:
- to: 192.168.100.0/24
via: & t; PROXMOX_HOST_VMBRO_I P&gt ;

Apply:

sudo netpl an apply

2.4 VM Static IP Configuration
Configure static IPs on each VM individually. All VMs on the dev network use:
* Subnet: 192.168.100.0/24

* Gateway: 192.168.100.1
* DNS: 8.8.8.8 (the Proxmox host is not running a DNS server)

3. Create VM Pools

In the Proxmox GUI: Datacenter — Permissions — Pools

Create pools for each logical group:

dev Development systems
ad-lab-01 Active Directory lab
ai AI/MCP/RAG workloads

Pools are logical groupings that allow batch permission management and provide a filter in the GUIL.
VMs can be reassigned between pools at any time via the VM's Options tab.
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4. Create VM Templates

Templates are created by installing a Windows VM, configuring it, running Sysprep, and converting to a
template. Clones are then made from the template and assigned to pools.

4.1 Create the VM via GUI

The following settings apply to all editions except Windows 11 (see Section 4.2 for Winl11-specific
settings).

General Tab

VM ID Per the ID scheme above

Name Descriptive template name (e.g., wi n10- t enpl at e)
OS Tab

ISO Image Select the Windows I1ISO

Type Microsoft Windows

Version Select the matching version

Add additional drive for VirtlO Checked — select your virtio-w n.iso
System Tab

Machine q35

BIOS OVMF (UEFI)

Add EFI Disk Checked, storage: local-lvm

Pre-Enroll Keys Unchecked (except Winl1, see Section 4.2)
SCSI Controller VirtlO SCSI Single

Qemu Agent Checked

Disks Tab

Bus/Device SCsSI

Storage local-lvm

Disk Size 32-64 GB depending on edition

10 Thread Checked

CPU Tab

https://www.cutawaysecurity.com Page 7
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Type host

Cores 2-4

Memory Tab

Memory (MiB) 4096 minimum (8192 preferred for Winll/Server)

Network Tab

Model VirtlO (paravirtualized)

Bridge vmbrO0 (for template build; clones will use vmbrl)

4.2 Windows 11-Specific Settings
Windows 11 requires additional hardware for installation:

System Tab — add these to the settings above:

Pre-Enroll Keys Checked (enables Secure Boot)
Add TPM Checked

TPM Storage local-lvm

TPM Version v2.0

BitLocker Prevention: Winl1l may auto-enable BitLocker. Inmediately after reaching the desktop,
before anything else, open an elevated PowerShell and run:

reg add "HKLM SYSTEM Current Control Set\ Control \Bi tLocker"™ /v PreventDevi ceEncryption /t
REG DWORD /d 1 /f
manage- bde -status C

If it shows encryption in progress:
manage- bde -off C

Wait for decryption to complete (check with manage-bde -status C until it shows "Fully Decrypted").
Offline Install (OOBE Bypass): Winll requires a network connection during OOBE setup. To install

offline, when you reach the network requirement screen, press Shift+F10 to open a command prompt
and run:

oobe\ bypassnr o

The system will reboot. When you get back to the network screen, click | don't have internet -
Continue with limited setup. Complete the local account setup from there.
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Test Clone Before Sysprep: Due to Winll's EFI/TPM/BitLocker complexity, perform a test clone
before investing time in Sysprep. Shut down the VM, create a full clone, and verify it boots. If it fails with
an EFI error (wi nl oad. efi error 0xc00000f ), troubleshoot before proceeding. Delete the test clone after
confirming. See Appendix B for details.

Sysprep Blocked Apps: Winll may have pre-installed apps that block Sysprep. See Appendix C for
the procedure to identify and remove blocking applications.

4.3 Windows Server-Specific Notes

Choose Desktop Experience: During the edition selection screen, select the (Desktop Experience)
variant. Selecting the default installs Server Core (command-line only, no GUI).

IE Enhanced Security Configuration: After install, open Server Manager - Local Server - |IE
Enhanced Security Configuration and set both Administrators and Users to Off. This prevents IE
from blocking all web access.

Administrator Account: Server editions keep the built-in Administrator account enabled after Sysprep,
unlike workstation editions. No need to create a separate setup user.

Server 2016 — PowerShell TLS 1.2: PowerShell on Server 2016 defaults to TLS 1.0, which causes
failures with Windows Update, NuGet, and other network operations. Apply the TLS 1.2 registry
settings (see Appendix D) immediately after install, before running updates.

Disable Shutdown Event Tracker: Server editions prompt for a shutdown reason by default, which
blocks remote and automated shutdowns. Disable via gpedi t . nrsc - Computer Configuration —
Administrative Templates — System - Display Shutdown Event Tracker - setto Disabled.

4.4 Windows 7-Specific Notes
Windows 7 requires additional steps due to its age.

During Installation: When the installer cannot find the hard drive, click Load driver - Browse -
VirtlO CD - vioscsi\w7\ and64 — select the driver — Next.

Network Adapter: The VirtlO network driver may not work on Win7. If the VM has no network after
install, shut down the VM, change the NIC from VirtlO to Intel E1000 in the Hardware tab, and restart.

Bootstrap TLS and Windows Update: A fresh Win7 install cannot reach Windows Update or browse
the web due to outdated TLS support and root certificates. You must manually install prerequisite
updates.

On a working machine, download these from the Microsoft Update Catalog
(cat al og. updat e. i crosof t . com) — get the x64 versions:

1. KB3020369 — April 2015 servicing stack update
2. KB3125574 — Convenience rollup
3. KB3140245 — TLS 1.2 support for WinHTTP

Transfer these to the VM. The VM cannot browse the web, so use one of these methods:

* Python HTTP server (fastest): On any machine on the same network, run pyt hon3 -m
http. server 8080 from the directory containing the files. On the Win7 VM, open IE and navigate to
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http: // <host -i p>: 8080/ . HTTP does not require TLS.

» Custom ISO: On the Proxmox host, place the files in a directory and build an ISO:

nkdi r /tnp/wi n7-updat es
# Copy .nsu files into /tnp/w n7-updates
geni soimage -o /var/lib/vz/tenplate/iso/w n7-updates.iso -J -r /tnp/wi n7-updates/

Attach the ISO as a CD-ROM drive to the VM.
Install in order, rebooting between each:

1. KB3020369 (x64) — reboot
2. KB3125574 (x64) - reboot
3. KB3140245 (x64) - reboot
After KB3140245, enable TLS 1.2 via registry:

reg add "HKLM SOFTWARE\ M cr osof t \ W ndows\ Current Versi on\ I nternet Settings\WnHttp" /v
Def aul t SecureProtocols /t REG DWORD /d 0x800 /f

reg add "HKLM SOFTWARE\ Wow6432Node\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net
Settings\WnHttp" /v Default SecureProtocols /t REG DWORD /d 0x800 /f

Reboot. Windows Update (wuapp) should now connect.

5. Post-Install Template Configuration Checklist

Perform these steps on each VM before converting to a template. All commands should be run from an
elevated command prompt (cmd.exe) unless otherwise noted. PowerShell may be used for steps
that do not involve Sysmon.

5.1 Install VirtlO Drivers and QEMU Guest Agent

Run virtio-wi n-guest -t ool s. exe from the mounted VirtlO 1SO. This installs NIC, balloon, SCSI, and
display drivers plus the QEMU Guest Agent in one step.

Verify the QEMU Guest Agent service is running:
Get - Servi ce QEMJ GA

Win7 Note: With vi rti o-wi n-0. 1. 173, the guest tools installer may run silently without prompts and may
not install all drivers. Open Device Manager and manually install drivers for any remaining unknown
devices by browsing to the appropriate subdirectory on the VirtlO CD. The QEMU display adapter
(=muva D) can be skipped — the default display driver works fine for dev/test VMs.

5.2 Windows Update

Run one round of Windows Update. For Win7, ensure the TLS bootstrap steps from Section 4.4 are
completed first.

5.3 Disable Windows Defender Real-Time Protection

For isolated test VMs only. Use Group Policy so the setting persists after Sysprep:
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gpedi t. nsc » Computer Configuration - Administrative Templates — Windows Defender Antivirus —

Real-time Protection — Turn off real-time protection - Enabled

5.4 Set Network Profile to Private

Proxmox virtual bridges cause Windows to treat the network as "unidentified" on each boot, prompting
for network discovery settings and potentially blocking communications. To fix this, create a GPO

startup script that forces the network profile to Private on every boot.

For Windows 10, Windows 11, and Server 2016/2019/2022, run the following from an elevated

PowerShell:

$scriptDir = "C \ W ndows\ Syst enB2\ Gr oupPol i cy\ Machi ne\ Scri pt s\ Startup”
New- I tem -Path $scriptDir -IteniType Directory -Force

$script = @

Start-Sleep -Seconds 5

Get - Net ConnectionProfile | Set-NetConnectionProfile -NetworkCategory Private
'@

Set - Content -Path "$scriptDir\Set-NetworkPrivate.psl" -Value $script

$regPath = "HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ G- oup
Pol i cy\ Scri pts\ Startup\ 0\ 0"
New |t em - Pat h $regPath -Force
Set-IltenProperty -Path $regPath -Name "Script" -Val ue
"$scriptDir\ Set-NetworkPrivate. psl”
Set-ltenProperty -Path $regPath -Nane "Paraneters" -Value ""
Set-IltenProperty -Path $regPath -Name "I|sPowershell" -Value 1 -Type DWrd

Set-ltenProperty -Path $regPath -Nane "ExecTinme" -Value ([byte[]](0x00 * 8)) -Type

Bi nary

$regParent = "HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Curr ent Ver si on\ G oup
Pol i cy\ Scri pts\ Startup\0"
Set-IltenProperty -Path $regParent -Nane "GPO- I D' -Val ue "Local GPO'
Set-ltenProperty -Path $regParent -Name "SOMID' -Value "Local "
Set-ltenProperty -Path $regParent -Name "FileSysPath" -Val ue
"C:\ W ndows\ Syst enB2\ G oupPol i cy\ Machi ne"

Set-ltenProperty -Path $regParent -Name "Di splayName" -Value "Local G oup Policy"

Set-ItenProperty -Path $regParent -Nane "GPONanme" -Value "Local G oup Policy"

Set-IltenProperty -Path $regParent -Nanme "PSScriptOder" -Value 1 -Type DWrd

$statePath = "HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ G oup
Pol i cy\ St at e\ Machi ne\ Scri pt s\ St art up\ 0\ 0"

New- | tem - Pat h $st atePath -Force

Set-IltenProperty -Path $statePath -Nanme "Script" -Val ue
"$scriptDir\Set-NetworkPrivate. psl”

Set-ltenProperty -Path $statePath -Name "Paraneters" -Value ""

Set-IltenProperty -Path $statePath -Nane "ExecTime" -Value ([byte[]](0x00 * 8))

Bi nary

$stateParent = "HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ G oup
Pol i cy\ St at e\ Machi ne\ Scri pt s\ St art up\ 0"
Set-ltenProperty -Path $stateParent -Nane "GPO- | D' -Val ue "Local GPO'
Set-ltenProperty -Path $stateParent -Nane "SOM | D' -Value "Local "
Set-ltenProperty -Path $stateParent -Nanme "Fil eSysPath" -Val ue
" C:\ W ndows\ Syst enB2\ G oupPol i cy\ Machi ne"

- Type

Set-ItenProperty -Path $stateParent -Nane "Di spl ayNane" -Value "Local G oup Policy"

Set-IltenProperty -Path $stateParent -Nane "GPONane" -Value "Local G oup Policy"
Set-ltenProperty -Path $stateParent -Nane "PSScriptOder" -Value 1 -Type DWrd

gpupdate /force

https://www.cutawaysecurity.com
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For Windows 7, the Get - Net Connect i onProfi | e cmdlet does not exist. Use the NLM COM object

instead. The script content is different but the GPO registration commands are identical:

$scriptDir = "C \Wndows\ Syst enB2\ G oupPol i cy\ Machi ne\ Scri pts\ Startup"
New- I tem -Path $scriptDir -ItenlType Directory -Force

$script = @
Start-Sleep -Seconds 5
$nlm = [Activator]::Createlnstance(

[ Type] : : Get TypeFr onCLSI D(' DCBOOCO1- 570F- 4A9B- 8D69- 199FDBA5723B' ))
$connections = $nl m Get Net wor kConnect i ons()

foreach ($c in $connections) {
$c. Get Net wor k() . Set Cat egory( 1)
}
'@
Set - Cont ent

-Path "$scriptDir\Set-NetworkPrivate.psl" -Value $script

$regPath = "HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Gr oup

Pol i cy\ Scri pts\ Startup\0\0"
New- | tem - Pat h $regPath - Force

Set-IltenProperty -Path $regPath -Name "Script" -Val ue

"$scriptDir\Set-NetworkPrivate. psl1”

Set-IltenProperty -Path $regPath -Name "Paraneters" -Value ""
Set-IltenProperty -Path $regPath -Name "IsPowershell" -Value 1 -Type DWrd
Set-ltenProperty -Path $regPath -Nane "ExecTinme" -Value ([byte[]](0x00 * 8)) -Type

Bi nary

$regParent =
Pol i cy\ Scri pts\ Startup\0"
Set-ItenProperty -Path $regParent -Nane
Set-ltenProperty -Path $regParent -Name
Set-IltenProperty -Path $regParent -Nane

" HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Gr oup

"GPO- I D' -Val ue "Local GPO'
"SOM I D' -Val ue "Local "
"Fil eSysPath" -Val ue

"C:\ W ndows\ Syst enB2\ G oupPol i cy\ Machi ne"
Set-ltenProperty -Path $regParent -Name "Di splayName" -Value "Local G oup Policy"
Set-IltenProperty -Path $regParent -Nanme "GPOName" -Value "Local G oup Policy"
Set-ItenProperty -Path $regParent -Nanme "PSScriptOder” -Value 1 -Type DWrd

$statePath = "HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ G oup
Pol i cy\ St at e\ Machi ne\ Scri pt s\ St art up\ 0\ 0"

New | tem - Path $statePath -Force

Set-IltenProperty -Path $statePath - Nanme
"$scriptDir\Set-NetworkPrivate. psl"

Set-ltenProperty -Path $statePath - Name

Set-IltenProperty -Path $statePath - Nanme
Bi nary

$st at eParent =

"Script" -Value

"Paraneters" -Value ""
"ExecTi ne" -Value ([byte[]](0x00 * 8))

"HKLM \ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Gr oup

Pol i cy\ St at e\ Machi ne\ Scri pt s\ St artup\ 0"

Set-ltenProperty -Path $stateParent -Nane "GPO- I D' -Val ue "Local GPO'
Set-IltenProperty -Path $stateParent -Nane "SOM I D' -Value "Local"
Set-IltenProperty -Path $stateParent -Name "Fil eSysPath" -Val ue

" C:\ W ndows\ Syst enB2\ G oupPol i cy\ Machi ne"

Set-IltenProperty -Path $stateParent -Nane "Di spl ayNane" -Value "Local G oup Policy"
Set-ItenProperty -Path $stateParent -Nane "GPONane" -Value "Local G oup Policy"
Set-ltenProperty -Path $stateParent -Nane "PSScriptOder" -Value 1 -Type Dwrd

gpupdate /force

5.5 Install OpenSSH Server

- Type

Install via Settings — Apps — Optional Features - Add a feature — search for OpenSSH Server

- Install.

Alternatively, via PowerShell:

https://www.cutawaysecurity.com
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Add- W ndowsCapability -Online -Name OpenSSH. Server~~~~0.0.1.0
Configure the service to start automatically and start it:

Set - Service sshd -Status Running -StartupType Automatic
Verify:

Get - Service | Were-Cbject ServiceNane -Like "sshd*" | Format-List -Property
Di spl ayNane, ServiceNane, Status, StartType

5.6 Install Sysmon
Sysmon is located in the user's Downloads directory. Install from an elevated cmd.exe shell (not
PowerShell — PowerShell may not pass arguments correctly to Sysmon):

cd 9JSERPROFI LE% Downl oads
Sysnon\ Sysnon64. exe -accepteula -i

Verify the service is running and set to automatic:

Set - Servi ce Sysnon64 -Status Running -StartupType Autonatic
Get - Service | Where-Object ServiceNane -Like "Sysnon*" | Format-List -Property
Di spl ayNane, ServiceNane, Status, StartType

Note: Sysmon copies itself to ¢\ W ndows\ Sysnon64. exe during installation and runs the service from
there. The original files in the Downloads directory are not needed after installation and can be deleted.
You can verify the installed path with sc qc Sysnoné4.

Important Notes:

Do not install with a configuration file at template time. Configuration files will be applied during
the testing process on cloned VMs.
» Downloaded files may be blocked by Windows. Before installation, unblock all files:

Get-Childltem -Pat h "$env: USERPRCFI LE\ Downl oads\ Sysnon" - Recurse | Unbl ock-File

» Older OS Note: The current version of Sysmon does not support all Windows versions. Older
operating systems such as Windows 7 require an older version of Sysmon. Version 10.42 is
confirmed working for Win7 (see Section 1.1 for download link).

5.7 Sysprep
Run Sysprep to generalize the image so clones get unique SIDs:
C:\ W ndows\ Syst enB2\ Sysprep\ sysprep. exe /generalize /oobe /shutdown

Critical: After Sysprep shuts down the VM, do not boot it again. Booting triggers the OOBE setup,
which regenerates the SID and undoes the generalization. Proceed directly to converting to a template.

If you accidentally boot the VM after Sysprep, let the OOBE complete (set up a temp user, skip through
prompts), then re-run Sysprep and wait for shutdown.

If Sysprep fails with errors about applications that cannot be removed during generalization, see
Appendix C for the procedure to identify and remove blocking applications. This is common on
Windows 10 and 11.
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6. Convert to Template and Clone

6.1 Convert to Template

After Sysprep has shut down the VM, in the Proxmox GUI:

Right-click the VM - Convert to template

This is irreversible — the VM becomes read-only and can only be cloned from.
Post-conversion:

» Notes: In the template's Notes field, record what's installed: VirtlO driver version, Sysmon
version, Windows patch level, NIC type (VirtlO or E1000), and the date. You will forget.

* Protection: In Options - Protection, enable it to prevent accidental deletion.

6.2 Clone VMs from Templates

In the Proxmox GUI: Right-click the template - Clone

Target VM ID Per your numbering scheme

Name Descriptive name (e.g., dev-wi n10-01)
Mode Full Clone

Target Pool Select the appropriate pool

Always use Full Clone for standalone systems. Linked clones share the template's disk and create a
dependency — the template can never be deleted, and the clone cannot be moved to different storage.

6.3 Configure Cloned VMs

After cloning, before first boot:
1. Network: Change the network bridge from vmbr0 to vmbr1 in the Hardware tab
2. Boot the VM and complete the Windows OOBE setup
3. Set a static IP on the dev network (192.168.100.0/24)

4. Assign a hostname

6.4 Updating Templates
Templates cannot be booted or modified. To update a template:

1. Clone the template (full clone)

2. Boot the clone and apply updates

3. Re-run Sysprep (/ general i ze / oobe /shut down)
4. Convert the updated clone to a new template

5. Delete the old template
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7. Proxmox API Configuration

The Proxmox API enables remote management of VMs — starting, stopping, and querying status —
without logging into the GUI or SSH-ing to the host.

7.1 Create an API Token (Proxmox Host)

In the Proxmox GUI: Datacenter — Permissions — APl Tokens - Add

User root@pam (or a dedicated service account)
Token ID A descriptive name (e.g., devl ab)
Privilege Separation Unchecked (token inherits user permissions)

Save the token secret immediately — it is shown only once. The full token string is:

<user >! <t oken-i d>=<secr et > (€.9., r 0ot @an devl ab=xXXXXXXX- XXXX= XXXX= XXXX= XXXXXXXXXXXX).

7.2 Test APl Access from the Dev Server

# Check cluster status (200 = success, 401 = bad token, 403 = insufficient perm ssions)
curl -s -k -o /dev/null -w "% http_code}\n" \
-H " Aut hori zati on: PVEAPI Token=r oot @ani devl ab=&1 t ; TOKEN_SECRET&gt ; ' \
"https://& t; PROXMOX_HOST_I P&gt ; : 8006/ api 2/ j son/ cl ust er/ st at us"
The -k flag skips certificate verification (the Proxmox self-signed cert). For production, configure a
trusted certificate.

7.3 Common API Operations
Replace <Nobe> with your Proxmox node name and <vm D> with the target VM ID.

Start a VM:

curl -s -k \
-H " Aut hori zati on: PVEAPI Token=r oot @ani devl ab=&l t ; TOKEN_SECRET&gt ;' \
- X POST \
"https:// & t; PROXMOX_HOST_I P&gt ; : 8006/ api 2/ j son/ nodes/ & t ; NODE&gt ; / qenu/ & t; VM D&gt ; / status/ start"

Stop a VM (graceful shutdown):

curl -s -k \
-H " Aut hori zati on: PVEAPI Token=r oot @ani devl ab=&l t ; TOKEN_SECRET&gt ; ' \
- X POST \
"https://& t; PROXMOX_HOST_I P&gt ; : 8006/ api 2/ j son/ nodes/ & t ; NODE&gt ; / genmu/ & t; VM D&gt ; / st at us/ shut down"

Check VM status:

curl -s -k \
-H " Aut hori zati on: PVEAPI Token=r oot @ani devl ab=&l t ; TOKEN_SECRET&gt ; ' \
"https://& t; PROXMOX_HOST_I P&gt ; : 8006/ api 2/ j son/ nodes/ & t ; NODE&gt ; / qenu/ & t; VM D&gt ; / st at us/ current”

List all VMs:

curl -s -k \
-H " Aut hori zati on: PVEAPI Token=r oot @ani devl ab=&! t ; TOKEN_SECRET&gt ; ' \
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"https://& t; PROXMOX_HOST_I P&gt ; : 8006/ api 2/ j son/ nodes/ & t ; NODE&gt ; / gemu"”

7.4 Helper Script for VM Management

Save this on the dev server for convenience:

#1/ bi n/ bash
# proxmox-vm sh —Start, stop, and check Proxnox VMs
# Usage: ./proxmox-vmsh & t;start|stop|status&gt; & t; VM D&gt;

PROXMOX_HOST=" &l t ; PROXMOX_HOST | P&gt ; "

PROXMOX_NODE=" &I t ; NODE&gt ; "

TOKEN=" PVEAPI Token=r oot @am devl ab=&l t ; TOKEN_SECRET&gt ;'

BASE_URL="htt ps: // ${ PROXMOX_HOST} : 8006/ api 2/ j son/ nodes/ ${ PROXMOX_NCDE} / genu"

ACTI ON=$1
VM D=$2

if [ -z "SACTION" ] || [ -z "$VYM D" ]; then
echo "Usage: $0 & t;start|stop|status&gt; & t;VM D&gt;"
exit 1

fi

case $ACTION in
start)
curl -s -k -H "Authorization: $TOKEN' -X POST "${BASE URL}/${VM D}/ st atus/start"
echo ""
echo "Starting VM ${VvM D}..."
st op)
curl -s -k -H "Authorization: $TOKEN' -X POST
"${ BASE_URL}/ ${ VM D}/ st at us/ shut down"
echo ""
echo "Shutting down VM ${VM D}..."
st at us)
curl -s -k -H "Authorization: $TOKEN' "${BASE_URL}/${VM D}/status/current"” |
python3 -mj son. t ool
*)
echo "Unknown action: $ACTI ON"
echo "Usage: $0 & t;start|stop|status&gt; & t;VM D&gt ;"
exit 1

esac

8. SSH Configuration

SSH is used from the dev server to execute commands on Windows VMs — testing Sysmon
configurations, running scripts, etc.

8.1 Generate SSH Keys on the Dev Server
If you don't already have an SSH key pair:

ssh-keygen -t ed25519 -C "devl ab"
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8.2 Configure SSH Client on the Dev Server

Create or edit ~/ . ssh/ confi g on the dev server to define named hosts and shared settings:

# Proxnox Host

Host proxnox
Host Name &l t; PROXMOX_HOST_| P&gt ;
User root
ldentityFile ~/.ssh/id_ed25519
Strict Host KeyChecki ng accept - new

# Dev VMs
Host W n7Pro- Dev
Host Name 192. 168. 100. 100

Host W n1O0Pr o- Dev
Host Name 192. 168. 100. 101

Host W n11Pro- Dev
Host Name 192. 168. 100. 102

Host W nServer 2016- Dev
Host Name 192. 168. 100. 103

Host W nServer 2019- Dev
Host Name 192. 168. 100. 104

Host W nServer 2022- Dev
Host Name 192. 168. 100. 105

# Shared settings for all dev VMs
Host *- Dev
User Admi ni strator
ldentityFile ~/.ssh/id_ed25519
Strict Host KeyChecki ng accept - new
User KnownHost sFi | e / dev/ nul |

Notes on these settings:

* Named hosts allow you to use ssh W n10Pr o- Dev instead of remembering IP addresses

* Strict Host KeyChecki ng accept - new accepts keys on first connection but warns if they change
unexpectedly

e User KnownHost sFi | e /dev/ nul | for dev VMs prevents stale host key errors when clones are rebuilt
with new keys after Sysprep. This is not set for the Proxmox host, which should retain its known
key.

* Host *-Dev wildcard applies shared settings to all hosts ending in - bev. Add new VMs with just a
two-line entry (Host and HostName).

8.3 Copy SSH Key to Windows VMs
Windows OpenSSH uses a different authorized_keys location for administrators.

On each Windows VM, create the authorized keys file:

nkdir C:\ ProgranDat a\ ssh

Copy the contents of ~/ . ssh/i d_ed25519. pub from the dev server into
C:\ ProgranDat a\ ssh\ adni ni strators_aut hori zed_keys on the Windows VM.
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Set the correct permissions on the file (from an elevated PowerShell):

icacls "C:\ProgranbData\ssh\adnm ni strators_authorized_keys" /inheritance:r /grant
"Admi nistrators: F' /grant "SYSTEM F"

Verify the SSH config at C:\ Pr ogr anDat a\ ssh\ sshd_conf i g contains (uncommented):

PubkeyAut henti cati on yes
Aut hori zedKeysFi |l e _ PROGRAVDATA _/ssh/ admi ni strators_aut hori zed_keys

Restart the SSH service:

Restart - Servi ce sshd

8.4 Test SSH from the Dev Server
ssh W nl1O0Pr o- Dev

You should connect without a password prompt.

8.5 SSH to Proxmox Host (Optional)

For VM management via gmcommands instead of the API:

# Copy SSH key to Proxmpx host
ssh-copy-id proxnopx

# Start a VM
ssh proxnox "gmstart & t;VM D&gt ;"

# Shutdown a VM and wai t
ssh proxnmox "gm shutdown & t; VM D&gt; --tineout 120 &anp; &np; gmwait & t; VM D&gt; --tineout 120"

9. Automated VM Test Workflow

For sequential testing across multiple VMs (e.g., testing a Sysmon config across all Windows versions),
use the following workflow. This is designed for resource-constrained hosts where only one VM should
run at a time.
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9.1 Sequential Test Script

#1/ bi n/ bash
# test-all-vns.sh —Run a test script against each VM sequentially
# Usage: ./test-all-vms.sh & t;script-to-run&gt;

PROXMOX_HOST="& t ; PROXMOX_HOST | P&gt ; "

PROXMOX_NODE=" & t ; NODE&gt ; "

TOKEN=' PVEAPI Token=r oot @am devl ab=&l t ; TOKEN_SECRET&gt ;'

BASE_URL="ht t ps: // ${ PROXMOX_HOST} : 8006/ api 2/ j son/ nodes/ ${ PROXMOX_NCDE} / genu*

TEST_SCRI PT=$1

if [ -z "$TEST_SCRI PT" ]; then
echo "Usage: $0 & t;script-to-runé&gt;"
exit 1

fi

# Define VMs: "VM D SSH _HOST DESCRI PTI ON'
VIVB=(

"1000 W n7Pro-Dev W n7-Pro"

"1001 W nl1lOPro-Dev W nlO0-Pro"

"1002 WnllPro-Dev Wnll-Pro"

"1003 W nServer2016-Dev Server-2016"

"1004 W nServer2019-Dev Server-2019"

"1005 W nServer 2022- Dev Server-2022"
)

wait_for_vmready() {
| ocal host=$1
| ocal nex_attenpts=60
| ocal attenpt=0
echo " Wiiting for SSH on ${host}..."
while [ $attenpt -1t $max_attenpts ]; do
if ssh -o ConnectTineout=5 ${host} "echo ready" &anp;&gt;/dev/null; then
echo " VMis ready."
return 0
fi
attenpt=$((attenpt + 1))

sleep 5
done
echo " ERROR VM ${host} did not becone ready."
return 1

}

wai t_for_vm stopped() {
local vm d=$1
| ocal max_attenpt s=60
| ocal attenpt=0
echo " Maiting for VM ${vn d} to stop..."
while [ $attenpt -1t $nex_attenpts ]; do
STATUS=$(curl -s -k -H "Authorization: $TOKEN"' \
"${ BASE_URL}/${vmi d}/status/current” | python3 -c "inport sys,json;
print(json.load(sys.stdin)['data' ]["'status'])")

if [ "$STATUS" = "stopped" ]; then
echo " VM ${vnmd} is stopped.”
return 0

fi
attenpt=$((attenpt + 1))

sleep 5
done
echo " ERROR VM ${vnid} did not stop in tine."
return 1
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for VM ENTRY in "${WB[@}"; do
read -r VM D SSH HOST DESC & t; & t; & t; "$VM ENTRY"

echo "

echo "Testing: ${DESC} (VM ${VM D} via ${SSH HOST})"

echo " "

# Start VM

curl -s -k -H "Authorization: $TOKEN' -X POST "${BASE_URL}/${VM D}/ st atus/start" &gt;
/dev/ nul |

wai t _for_vmready "$SSH HOST" || continue

# Run the test script

echo " Running test: ${TEST_SCR PT}"
ssh ${SSH HOST} &'t; "$TEST_SCRI PT"
echo " Test conplete.”

# Shut down VM

curl -s -k -H "Authorization: $TOKEN' -X POST "${BASE_URL}/ ${VM D}/ st at us/ shut down"
&gt ; /dev/null

wai t _for_vm stopped "$VM D"

echo ""
done

echo "Al'l tests conplete.”

9.2 Example: Deploy and Test a Sysmon Config

Create a test script (e.g., depl oy- sysnon-confi g. psl):

# depl oy-sysnon-config. psl —Deploy a Sysnon config and verify

parany()

# Copy the config file (assunmes it was SCP'd to the VMfirst)
$configPath = "C: \ Users\ Adm ni strator\sysnon-test-config.xm"

# Check current Sysnon schema version
$schemaLine = cnmd /¢ "C \ Wndows\ Sysnon64. exe -s" | Select-String "SchenaVersion"
Wite-Host "Sysnon Schema: $schenmaLi ne”

# Apply the config
cnd /c "C \Wndows\ Sysnon64. exe -c ~"$configPath ""

# Verify rules |oaded
cmd /¢ "C \Wndows\ Sysnbn64. exe -c"

# Check for events
Get - WnEvent -LogNane "M crosoft-W ndows- Sysnon/ Operational " -MaxEvents 5 | Fornat-Li st
TineCreated, 1d, Message

Run it:

# First SCP the config file to the VM
scp ny-sysnon-config.xm Wnl1l0Pro-Dev: C: /Users/ Adm ni strator/sysnon-test-config.xn

# Then run the test script
ssh Wnl10Pro-Dev & t; depl oy-sysnon-config.psl
9.3 Claude Code Integration

To use Claude Code for automated testing, include the following context in the project's CLAUDE. n:

## VM Test Environnent
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- Proxnopx host: & t; PROXMOX_HOST_| P&gt; (SSH as root or use APIl)

- Proxnopx APl token: stored in environment variabl e PROXMOX_TOKEN

- Only run ONE VWM at a tinme —host resource constraint

- Workflow start VM - wait for SSH - run tests - shutdown - next VM

### VM | nvent ory
| VUMD | IP| OS|
|------ ==l

1000 192. 168. 100. 100 | Wndows 7 Pro |
1001 192. 168. 100. 101 W ndows 10 Pro |
1002 192. 168. 100. 102 W ndows 11 Pro |

Server 2016 |
Server 2019 |
Server 2022 |

192. 168. 100. 104
192. 168. 100. 105

I I
I I
I I
| 1003 | 192.168.100. 103
I I
I I

### SSH Access

- User: Adm nistrator

- Auth: SSH key (no password)

- Sysnon | ocation: C\Wndows\ Sysnon64. exe (installed from Downl oads, runs from
C:\ W ndows)

### Sysnmon Not es

- Install/config commands MJST be run via cnd. exe, not Power Shell

- To run cnd comrands over SSH. cnd /c "comand here"

- Install w thout config: Sysnon64.exe -accepteula -i

- Apply config separately: Sysnon64.exe -c config.xm

- Config schema version nust nmatch Sysnmon version (check with: Sysnon64.exe -s)

Appendix A: Troubleshooting

Windows 7 — Cannot find hard drive during install

Load the VirtlO SCSI driver during setup: Load driver — Browse — VirtlO CD - vi oscsi\ w7\ and64

Windows 7 — Network not working with VirtlO NIC
Change the NIC to Intel E1000 in the VM's Hardware tab.

Windows 7 — IE certificate errors / sites won't load

Fresh Win7 has outdated root certificates and defaults to TLS 1.0. Enable TLS 1.2 in IE: Internet
Options — Advanced - Security — check Use TLS 1.2. See Section 4.4 for the full bootstrap process.

Windows 7 — Windows Update error 80072EFE

Windows Update cannot negotiate TLS 1.2. Install KB3020369, KB3125574, and KB3140245 manually,
then apply the TLS registry keys. See Section 4.4.

Windows 11 — Does not meet minimum hardware requirements

Ensure TPM 2.0 and Secure Boot (Pre-Enroll Keys) are configured per Section 4.2. If issues persist,
press Shift+F10 at the install screen and run:

set up. exe /product server
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This bypasses the hardware compatibility checks while still installing the selected Win11 edition.

Windows Server — Installs to command prompt only (Server Core)

Reinstall and select the (Desktop Experience) edition variant.
Sysmon — Installs but no rules load

Sysmon — Silent failure when installing with config

Use cmd.exe instead of PowerShell. PowerShell may not pass arguments correctly to Sysmon. Install
in two steps: first Sysnon64. exe -accepteul a -i, then Sysnon64. exe -c¢ config. xni .

Sysmon — Installer does not run / "not applicable"

Ensure the Sysmon executable and related files are not blocked by Windows. Unblock with:

Get-Childltem-Path "& t;sysnon-directory&gt;" -Recurse | Unblock-File

VMs on dev network cannot reach internet

Verify IP forwarding and NAT are configured on the Proxmox host. See Section 2.2. Ensure the VM's
DNS is set to 8.8.8.8 (not the gateway).

Dev server cannot reach VMs on 192.168.100.0/24

Add a static route on the dev server pointing to the Proxmox host. See Section 2.3.

Appendix B: Windows 11 EFI Clone Boot Failure

If a Winl1 clone fails to boot with wi nl oad. efi error code 0xc00000f, the EFI boot entry is referencing
the wrong disk after cloning.

Fix procedure:

1. Attach the Win11 ISO and the VirtlO ISO to the clone
2. Boot from the ISO - Repair your computer - Command Prompt
3. Load the VirtlO SCSI driver so the repair environment can see the disk:
drvl oad D:\vioscsi\wll\ and64\vi oscsi . inf
(Check drive letters with wni ¢ | ogi cal di sk get caption — the VirtlO ISO may be on a different letter)

4. Rebuild the boot configuration:

di skpart

list volune

sel ect volume & t; EFI _VOLUVE_NUMBER&gt ;
assign letter=S

exit

bcdboot C:\Wndows /s S: /f UEFI
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5. Remove the ISOs and reboot

If the disk is not visible even after loading the VirtlO driver, BitLocker likely encrypted the disk before
Sysprep. The template must be rebuilt with BitLocker disabled immediately after install (see Section
4.2).

Appendix C: Sysprep Blocked Applications (Windows
10/11)

Windows 10 and 11 may have pre-installed applications that cannot be removed during the Sysprep
generalization process. When Sysprep fails, it logs the blocking application in its log file.

Identifying the Blocking Application
Open the Sysprep log file:
C:\ W ndows\ Syst enB2\ Syspr ep\ Pant her\ set upact . t xt

This file uses a column-delimited format: a timestamp (Yyyy- mv DD H+ Mvt SS), followed by the entry type
(I nfo, Warni ng, Or Error), a hex error code in square brackets (e.g., [ 0x0f 0036] ), the process name
(sysprP), and an error message.

Look for the first Error entry — this identifies the application blocking generalization. The error
message contains the application name followed by a version number (e.g.,
M crosoft. Start Experi encesApp_1.1.7. 07x64772wekyb).

Note: If the application noted is Syspr ep itself, read the full error message carefully. This typically
means the system needs a pending update or requires a reboot to apply updates before Sysprep can
proceed.

Removing the Blocking Application

Extract the app name prefix from the error message (e.g., St art Experi encesApp) and run both
commands, replacing xxxx with the app name:

# Renove for all users
Cet - AppxPackage -Al |l Users *XXXX* | Renpve- AppxPackage

# Renopve the provisioned package so it doesn't reinstall
Get - AppxProvi si onedPackage -Online | Were-Cbject DisplayName -1ike "*XXXX*" |
Renopve- AppxProvi si onedPackage - Onli ne
Re-run Sysprep after each removal. You may need to repeat this process multiple times for different
applications. Keep a record of removed applications as they may need to be reinstalled on deployed
clones.
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Appendix D: Windows Server 2016 — PowerShell TLS 1.2
Configuration

Windows Server 2016's PowerShell defaults to TLS 1.0 for .NET-based connections (e.g.,

I nvoke- WebRequest , | nstal | - Modul e, NuGet). Many endpoints now require TLS 1.2, causing silent
failures or connection errors. Apply these registry settings to enable TLS 1.2 system-wide for .NET
applications:

# 64-bit .NET Framework 4.Xx

Set-ItenProperty -Path ' HKLM \ SOFTWARE\ M cr osof t\ . NETFr anewor k\ v4. 0. 30319" - Nane
' Syst enDef aul t Tl sVersions' -Value 1 -Type DWrd

Set-ItenProperty -Path ' HKLM \ SOFTWARE\ M cr osof t\ . NETFr anewor k\ v4. 0. 30319" - Nane
' SchUseStrongCrypto' -Value 1 -Type DWrd

# 32-bit .NET Framework 4.x (required for many background processes)

Set-ItenProperty -Path ' HKLM \ SOFTWARE\ WOW5432Node\ M cr osof t\ . NETFr anewor k\ v4. 0. 30319’
-Name ' Syst enDef aul t Tl sVersi ons' -Value 1 -Type DWrd

Set-ItenProperty -Path ' HKLM \ SOFTWARE\ WOW5432Node\ M cr osof t\ . NETFr anewor k\ v4. 0. 30319’
-Name ' SchUseStrongCrypto' -Value 1 -Type DWrd

Reboot after applying. This should be done during the template build process before running Windows
Update or installing any software that requires network access from PowerShell.
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